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1. Aim and Rationale for this Policy

Colaiste Muire is committed to developing the use of digital technologies to support
teaching and learning and to improve the learning outcomes and experiences for

our students.

The aim of this Acceptable Use Policy (AUP) is to ensure that students will benefit
from the learning opportunities offered by Colaiste Muire’s internet and digital

resources in a safe and effective manner.

When using the internet students, staff, parents and guardians are expected:

To treat others with respect at all times.

Not undertake any actions that may bring the school into disrepute.

Respect the right to privacy of all other members of the school community.
Respect copyright and acknowledge creators when using online content and

resources.

The responsible use of internet and digital technologies is considered a school
resource and a privilege. Therefore, if the school AUP is not adhered to, this

privilege may be withdrawn and appropriate sanctions will be imposed.
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2. Scope of this Policy

Colaiste Muire’s AUP applies to students who have access to and are users of the
internet in Colaiste Muire, or when using personally owned devices on the school
campus or when attending organised school activities.

This AUP policy also applies to staff, parents, guardians, visitors to the school and

volunteers who have access to the Colaiste Muire’s internet and IT resources.

3. General Principles

Colaiste Muire employs a number of strategies in order to maximise the learning
opportunities and promote safer use of the Internet. These strategies are as
follows:

Students are provided with education in the area of internet safety as part the first
year IT curriculum and also as part of our implementation of the SPHE, CSPE and
Wellbeing programmes in school.

Internet safety advice and support opportunities are also provided to pupils in
Colaiste Muire through our first year induction programme.

Teachers will be provided with continuing professional development opportunities
in the area of internet safety.

Access to the internet is filtered through the PDST Content Filtering Service to
minimise the risk of exposure to inappropriate content. (For more information see

section 5 on content filtering below).
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— Uploading and downloading of non-approved software is not permitted on school
based devices

— Virus protection software is used and updated on a regular basis.

— An MDM (mobile device management) profile is installed on all Junior Cycle
student iPads. All Apps uploaded to student iPads must be pre-approved by the

school.

All students must abide by the terms of this policy, irrespective of whether

they have participated in the above education or not.

Sanctions

Misuse of the internet may result in disciplinary action including written warnings,
withdrawal of access privileges, on report, detention, suspension and in extreme
cases, expulsion. Colaiste Muire also reserves the right to report any illegal
activities to the appropriate authorities.

Colaiste Muire may deal with incidents that take place outside the school that
impact on the wellbeing of students or staff under this policy and associated codes
of behaviour and anti-bullying policies. In such cases Colaiste Muire will, where
known, inform parents/guardians of incidents of inappropriate online behaviour

that take place out of school and impose the appropriate sanctions.
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Reporting
Should serious online safety incidents take place, the school Principal: Ms. Jean

Pound, should be informed.

4. Policy Review

This policy and its implementation will be reviewed annually by the Board of

Management in consultation with school management.

5. Content Filtering

Colaiste Muire is compliant with and is regulated by the schools’ broadband service
in conjunction with the PDST. The school has chosen to implement level four
content filtering on the schools’ broadband network. This level allows access to
millions of websites but blocks access to websites belonging to personal websites
category and websites such as Facebook belonging to the social networking

category.

Students taking steps to by-pass the content filter by using proxy sites or other
means may be subject to disciplinary action, including written warnings,
withdrawal of access privileges, on report, detention, suspension and in extreme

cases expulsion.
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6. Web Browsing and Downloading

— Students will use Colaiste Muire’s Internet connection for educational purposes
only.

— Students will report accidental accessing of inappropriate materials in the
classroom to their class teacher.

— Students and staff will endeavour to acknowledge and reference the source of
information copied from the internet.

— Students and staff will be aware that any usage, including distributing or receiving
information, school-related or personal, may be monitored for unusual activity,
security and/or network management reasons.

— Students will not intentionally visit internet sites that contain obscene, illegal,
hateful or otherwise objectionable materials.

— Students will not download or view any material that is illegal, obscene, and
defamatory or that is intended to annoy or intimidate another person.

— Students are not permitted to download materials or images which are not relevant

to their studies.

7. Email and Messaging

— All students are issued with an ‘@colaistemuire.ie’ school email account and
password. This account is the property of Colaiste Muire and is valid only for the

duration of the student’s time in Colaiste Muire.
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Students must use their school email for school related activities and for
registering on school based activities only. The use of personal email addresses is
not permitted for school based work.

Students should avoid opening emails that appear suspicious. If in doubt, pupils
should ask their teacher before opening emails from unknown senders

Students should be aware that email communications may be monitored.
Students should immediately report the receipt of any communication that makes
them feel uncomfortable, is offensive, discriminatory, threatening or bullying in
nature and must not respond to any such communication. Pupils should report any
such communications to a teacher.

Students should not under any circumstances share their email account login
details with other pupils.

Students should not reveal their own or other people’s personal details; such as
addresses, telephone numbers or pictures.

Students should not use school email accounts to register for online services such
as social networking services, apps, and games.

Students should not send any material that is illegal, obscene, and defamatory or
that is intended to annoy or intimidate another person.

Students should never arrange a face-to-face meeting with someone they only

know through emails or the internet.

8. Social Media

8

Internet AUP Policy



Colaiste Muire, College Road, Ennis, Co. Clare

The following statements apply to the use of messaging, blogging and video

streaming services in Colaiste Muire:

— The use of blogs such as Word Press, Tumblr, etc. is allowed in Colaiste Muire with
express permission from teaching staff.

— The use of video streaming sites such as YouTube and Vimeo etc. is allowed with
express permission from teaching staff.

— Staff and students must not use social media and the internetin any way to harass,
insult, abuse or defame students, their family members, staff, or other members of
the Colaiste Muire community.

— Staff and students must not discuss personal information about students, staff and
other members of the Colaiste Muire community on social media.

— Staff and students must not use school email addresses for setting up personal
social media accounts or to communicate through such media.

— Staff and students must not engage in activities involving social media which might
bring Colaiste Muire into disrepute.

— Staff and students must not represent their personal views as being those of

Colaiste Muire on any social medium.

The following statements apply to the use of social media sites in Colaiste Muire,

including the Colaiste Muire’'s website, Instagram, Twitter and Facebook:
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- Colaiste Muire social media sites will be regularly checked to ensure there is
no content that compromises the safety, privacy or reputation of students or
staff.

- The publication of student work will be coordinated by the class teacher and
the Social Media and Communications post-holder.

- Image files will be appropriately named.

- Posts to social media sites will endeavour to use digital photographs/videos
focusing on group activities. Content focusing on individual students will be
published on our platforms where parental approval has been given. This is
generally given in writing on enrolment to the school.

- Personal student information will not be published on any platform.

- Users cannot tag or post photographs of students on our platforms.

- Users cannot advertise non-school related products or services on any of our

school social media platforms.

The purpose of updating and maintain social media platforms is for:

- Communication with parents, students, staff and the local community
regarding specific events and activities.

- Communication and celebration of school and student achievement with our
school and local community.

- Communication with new or prospective parents and students.
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Continued advancement of our school communication system.

9. Personal Devices - iPads

All students in Colaiste Muire use iPads as an educational tool to support and

enhance learning.

Parents are responsible for purchasing the iPad and ebooks for their daughter.
They are also responsible for its safe-keeping, repair and insurance. Whilst parents
retain ownership and possession of the iPad, they agree to grant teachers and
school management the right to collect and/or inspect the iPad at any time and the
right to alter, add or delete installed software or hardware. Students may lose their
right to use the iPad and to have it in their possession, if they abuse their

responsibilities and breach this Policy.

An MDM (mobile device management) profile has been installed on all Junior Cycle
student iPads. Students are not permitted to install any Apps other than those
approved in advance by the school. Books and apps are preloaded onto student

devices before the start of the academic school year.

If a student wishes to install an App for educational purposes, this request must

be communicated by email to nnimhuiri@colaistemuire.ie. Any breach of this rule

will involve sanctions under the Code of Behaviour and School Rules.

General iPad Rules
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An MDM (mobile device management) profile is installed on all Students iPads.
Students are not permitted to remove it.

The school reserve the right to decide on the appropriateness of available
Apps. Any Apps deemed inappropriate will not be permitted on student iPads.
Students are strictly prohibited from inappropriate use of the camera on the iPad.
No video, image or audio recordings are to be taken unless specified and
supervised by a teacher. Breaching this rule is a serious disciplinary offence and
sanctions will apply.

The images, videos, music and apps on a student’s iPad must be must be
appropriate and in keeping with the school’s ethos. Sharing inappropriate material,
images or videos is a serious disciplinary offence.

As part of students’ homework and school preparation, their iPads must be charged
fully each evening, ready for class the following morning.

iPads are not to be used in between classes or at break times or at any time where
the teacher has instructed the class not to use them.

All iPads must be stored in a locked locker at lunchtime and during PE classes.

iPad Classroom Rules
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— Only the apps and e-books specified by the classroom teacher are to be open
during class periods.

— Students may not use the internet during class unless instructed to do so by the
teacher.

— No video, image or audio recording may be taken unless specified by the
classroom teacher.

— Students may not use the iPad to communicate with each other during class
unless requested to do so by their teacher.

— Teachers are permitted to view the most recently used apps and browsing history

on a student's iPad without any objection from the student.

Restricted Use

Students who breach this Policy or any reasonable standards of use of the iPad will
be subject to the School Code of Discipline and School Rules. A student may be put
on restricted/limited use of the iPad, at the Principal’s discretion, during the school
day for a limited period, until such time as the Principal determines the student has

satisfied the conditions for non-restrictive use as specified by the Principal.

10.Protocol for Remote Learning / Online Classroom

13

Internet AUP Policy



Colaiste Muire, College Road, Ennis, Co. Clare

Students must only use their school email for accessing the school digital learning
platform.

Relevant school rules apply in the online classroom.

Students should login on time for class.

Students are advised to choose the best available workspace/location that is
suitable for an online classroom.

The teacher starts the live meeting, students may not start a live meeting
themselves.

Microphones should be set to mute when entering the online classroom.
Microphones should be turned on when the teacher requests you to do so or when
responding to a classroom question.

Students are not required to turn on their camera but must communicate through
Audio or in the Chat function with the teacher during class as required. (An
exception to this is when a teacher needs to conduct an oral/practical exam. In this
instance a student will know in advance that the video may be turned on. Students
must be aware of what others will see in the background and dress appropriately
for the camera).

All meetings/chats must take place on designated class channels. Think before
you type.

Classes may be recorded by the teacher only for revision and accessibility
purposes. Students do not have permission to record, disseminate recordings, take

screenshots or photos of others online or of the chat attached to an online class.
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— Students must be respectful and courteous to the teacher and to other students
during remote learning classes.

— The use of social media applications (e.g. Whatsapp, Facebook, Snapchat,
Instagram) for student-teacher communication is strictly prohibited.

— Emails from students to teachers will be dealt with during normal school working
hours (8.55-16.00) with queries/submissions that relate to school work only.

— Students should not initiate calls with teachers but may use the ‘Chat’ function
within MS teams during school hours to communicate with the teacher as
appropriate.

— Colaiste Muire code of behaviour applies to all Remote Learning Activities.

11.Images and Video

Taking photos or videos on school grounds or when participating in school activities
is only allowed with expressed permission from staff.
— Students must not take, use, share, publish or distribute images of others without
their permission.
— Care should be taken when taking photographic or video images that students
are appropriately dressed and are not participating in activities that might bring

the individuals or the school into disrepute.
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— Students must not share images, videos or other content online with the intention
to harm another member of the school community regardless of whether this
happens in school or outside.

— Sharing explicit images and in particular explicit images of students and/or
minors is an unacceptable and absolutely prohibited behaviour, with serious
consequences and sanctions for those involved. Sharing explicit images of other

students automatically incurs suspension as a sanction.

12.Colaiste Muire Website

— Colaiste Muire’s website will be checked regularly to ensure there is no content
that compromises the safety, privacy, or reputation of students or staff.

— Colaiste Muire will use only digital photographs, audio or video clips of focusing on
group activities. Content focusing on individual students will only be published on
the school website with parental permission.

— The publication of student work on the school website will be coordinated by the
class teacher and the Social Media and Communications post-holder.

— Image files will be appropriately named

13.Cyberbullying
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The prevention of cyberbullying is an integral part of the anti-bullying policy of our
school. For more detailed information, please consult Colaiste Muire’s Cyber Bullying

Policy.

14. Audio and Visual Recodings of Students for Educational/Assessment

purposes

Any recordings of students taken for educational or assessment purposes will be
stored securely in the appropriate subject department folder and deleted when no

longer required (after the SLAR meeting).

Approval and Review of the Policy

This policy was approved by the Board of Management on

This policy will be reviewed by the Board of Management on

Signed: Date:

Chairperson, Board of Management

Signed: Date:

Principal
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Appendix 1

Student Pledge for iPad Use

I will know where my iPad is at all times and never leave it unattended.

| will never loan out my iPad to other individuals (other than Parents/Guardians).

| will charge my iPad’s battery every evening.

| will keep food and drinks away from my iPad since they may cause damage to the
device.

| will not disassemble any part of my iPad, attempt any repairs or deface the serial
number.

| will clean the screen with a soft, dry cloth and a screen cleaner designed for L.C.D.
type screens only.

| will protect my iPad by only carrying it while in the case provided

| will use my iPad in ways that are appropriate.

| will only record/take photographs in school with the permission of the teacher.

| will not share my password with anyone or provide personal information to anyone
over the Internet.

| will not take the iPad outside during the school day unless instructed otherwise by
the teacher.

| understand that my iPad is subject to inspection at any time without notice

| will follow the policies outlined in the School Code of Behaviour, the Acceptable Use
Policy and the Cyber Bullying policy while at school, as well as outside the school day.

Appendix 2
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Permission Form

| agree to follow the school’s code of behaviour.

— | have read the student iPad pledge and will endeavour to follow it.

— lagree to follow the school’s Acceptable Use Policy on the use of the internet and
digital technologies. | will use the internet and digital technologies in a
responsible way and obey all the procedures outlined in the policy.

— | agree to follow the schools cyber bullying policy.

Student’s Signature:

Date:

As the parent or legal guardian of the above student, | have read the Acceptable Use
Policy and Cyberbullying Policy. | grant permission for my child to access the internet. |
understand that Internet access is intended for educational purposes. | also understand
that every reasonable precaution has been taken by the school to provide for online

safety but the school cannot be held responsible if students access unsuitable websites.

Signature: Date:
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